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Agenda

Cross-Jurisdiction Alerting & Communication Challenges
Using Standards enables a Solution
Brokering and Mapping yields Results

Audiences  Roles
User Stories Rules & Message Structure
Common vocabulary Knowledge

Los Angeles and SLHIC Proof of Concept
A user interface for HAN and non-HAN audiences
Focus on building working systems
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Defining the Challenges

• HANs vision was to meet local internal needs not to 
communicate with external partners

• Establishing MOUs to document alert protocols and policies 
between States and Federal partners has not occurred and is 
not feasible

• Two-way communication implementations have been 
problematic:
– Not supported on both sides
– Firewall, security and audit concerns
– Want to “know” what will be done with your message before you send it
– Different capabilities, technologies at different times

• A solution is needed that incorporates policies, protocols and 
procedure for alerts between States and from States to CDC
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PHIN/HAN Standards Provide the 
Framework to Meet the Challenges

Establishing Standards:
• Alerting levels, vocabularies, the definitions and 

related business rules
• Role based messaging that crosses Federal, 

State and Local levels
• Message delivery policies and protocols
• Support for the Common Alerting Protocol (CAP) 

standard messaging structure, implementation of 
subset(s) based on user stories
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Common Alerting Protocol Standard

• CAP establishes the template for 
messaging transport that requires:
– Role based Alert delivery 
– Consistent content for event description and 

requested actions
– Criteria pertaining to the event: 

• Alert level, severity, urgency, certainty
• Control number, source of message, effective date/time
• Target population
• Location
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Overview HAN-Connect Functionality
State A sends a message to HAN-Connect to reach State B
The message is in State A’s standard format and includes all CAP fields

The message broker maps the message to the CAP format and structure
This also converts State A roles in the message to the Standard Roles 
This “CAP message” is mapped to State B format and Roles

• State B “Business Rules” are applied to direct the message accordingly

The Alert is sent to State B based upon State B Rules & Roles

Web Server
User Interface

Complex
Local HAN System

Simple Local HAN 
System (SMTP)

Rules & Roles

HAN Coordinator 
Non HAN State

Non HAN User

Alert Recipient
State B utilizes it’s HAN to alert the recipient(s)
State B receives acknowledgement of the alerts 
State B sends report to HAN-Connect

SLHIC posts acknowledgement report 
A notice of the report posting is sent to State A

States and other Authorized to Alert                        
non-HAN users are able to Initiate Alerts     
through the User Interface



7

May 13, 2005

Standardization of Roles

Responsible for the coordination of the laboratory testing and reporting for the agency or jurisdiction

Responsible for the coordination, implementation and maintenance of the public health alert and 
information network for the agency or jurisdiction

Responsible for the administration of all BioTerrorism related activities within the jurisdiction

Responsible for the direction and administration of the jurisdiction’s Health Services. Has legal authority to 
declare and enforce a quarantine.

State B Specific RolesHAN Standard RolesState A Specific Roles

State Lab DirectorLaboratory DirectorPublic Health Laboratory Director

PHIN CoordinatorHAN CoordinatorHAN Coordinator

BT CoordinatorTerrorism CoordinatorBT Grant Manager

State Health OfficerPublic Health OfficerDirector Department of Health

Roles relate to the functional responsibility and authority that
have been assumed or assigned to a person or persons.

Gaining agreement on these definitions is essential in linking 
communications between jurisdictions and business partners. 

Mapping the roles to the standard resolves issues regarding systems 
changes and naming terminology differences . 

StateA can reach StateB’s roles by each mapping to HAN Standard Roles.
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CAP Message Standardization

Code denoting the intended method for distribution

Code for message type – Alert, Update, Cancel, Error..

Code for handling of alert – actual, test..
Alert origination date and time

The OID of the organization sending the alert

Unique # assigned by sender for message
Description

Delivery

Level

Type
Sent

Origination

Control
StateA Alert

SentScope

Msg TypeMsg Type

CategoryStatus
SentSent

SenderSender

AccessionIdentifier
StateB AlertCAP Alert

A HAN systems’ ability to send, receive and process messages is   
dependent upon many factors such as local and Off-the-Shelf vendor issues.

Requiring each State to adapt their systems to generate and receive the CAP 
compliant message would be costly and difficult to maintain

Mapping the message to the standard resolves issues regarding systems 
changes

StateA can reach StateB’s system by each mapping to the CAP Alert 
Message Standard from their systems output
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Administrative Tools
Enrolling Partners

Each State will be able to 
view Partner Shortcuts
only for their State.  

The Admin Utilities are 
accessible only by those 
designated as a State Admin. 
Screen shots of the 
Enrollment, Role, Message 
and Vocabulary Mapping are 
presented in the following 
slides.

System Configuration is 
viewable by SLHIC 
Administrators.
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Administrative Tools 
Enrollment Dialog
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Administrative Tools 
Role Map
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Administrative Tools 
Message Structure Map
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Administrative Tools 
Vocabulary Map
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Proof-of-Concept Catalysts 
to Fill the Gap

Los Angeles DOH requires a secure and structured means to       
alert California DOH and other partners

HAN to HAN communications is a consistent topic of HAN 
teleconferences, HAN, PHIN and SLHIC Conferences

The POC deals directly with the gap between the vision of PHIN 
interoperability the real world need of production systems today

The HAN-Connect POC will provide immediate feedback and clarity to 
States and Jurisdictions on:

Best practices and lessons learned concerning PHIN Standards, 
CAP, 
Cascading Alerts and 
Partner Communications and Alertin

This service will assist and accelerate opportunity for States and 
Jurisdictions to adopt the standards that will result in PHIN 
Interoperability
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How the HAN-Connect is used
• Los Angeles Department of Health

– Within Los Angeles a family has contracted a highly contagious 
respiratory flu after returning from a reunion in Las Vegas

– As a result of the EPI investigation there are families that were exposed to 
the flu in Las Vegas and Phoenix

• Public Health Officials in Los Angeles along with Nevada and 
Arizona need to be notified 

– LA HASTEN is used to notify the 
appropriate local public health roles

– The HASTEN System is used to 
generate a CAP compliant alert to 
Arizona and Nevada containing the 
roles to be notified, the alert level and 
all other required fields.

– The Alert is sent to Nevada and 
Arizona via the HAN-Connect
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Complex HAN System
• Arizona using HAN-Connect Administrative tools: 

– Mapped Roles, Applied business Rules and Mapped the message format

• The Los Angeles Alert passes via HAN-Connect-MS
– The Arizona mapping and business rules are applied to the Alert

• As a result of the Business Rules applied to the message the Alert is 
directed to the State Health Officer, State Epi and in addition to the role 
notification request by Los Angeles, the HAN Coordinator will be alerted.

– All actions are logged and the Alert is sent to Arizona

• The Alert is processed through SIREN
– Roles are Alerted.
– the alert is cascaded to the appropriate 

local PH roles

• An alert acknowledgment report is 
generated and sent to HAN-Connect 
– Los Angeles is notified upon posting of 

the Acknowledgement Report in SLHIC
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Simple HAN or Non HAN Partner
• Nevada HAN-Connect Administrative tools:

– Mapped Roles, Applied business Rules
– Added the Public Health Roles to the Directory along with those filling the 

roles with contact information
• The Nevada Alert passes via HAN-Connect-MS

– The Nevada mapping and business rules are applied to the Alert
– All actions are logged and the Alert is sent directly to the roles identified.

• The Alert is processed through    
HAN-Connect to the Health Officer 
and State Epidemiologist 
– The Health Officer contacts the HAN 

Coordinator to alert the appropriate local 
PH roles

• An alert acknowledgment report is 
generated and sent to HAN-Connect 
– Los Angeles is notified upon posting of 

the Acknowledgement Report in SLHIC
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Manual Alert Created 
Through HAN-Connect
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Alert Processed by HASTEN in LA
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Alert Acknowledgement sent to 
Nevada via SLHIC
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Non-HAN Acknowledges through the Alert Status 
Results Report via SLHIC HAN-Connect
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Business Keys for Success

Simplicity and Independence
Communications based on adopted Standards
Secure with logs and audit trails
Immediate participation

Manual Web interface for issuing alerts
Mapping external roles and notification
Can receive and process “simple” alerts (i.e. email) from systems 
Per partner interfaces – changes in one partner’s connection format, 
security or structure does NOT require all partners to change
Implementing with multiple sites to provide redundancy and 
continuity of service
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Technical Keys for Success

• Vendor neutral – Ability to Map to Standards

• Uses standards as appropriate (SOAP, XML, SMTP, CAP, 
PHIN-MS)

• HTTPS Lightweight transport minimizes firewall issues

• Contents encrypted en-route with 3DES w/highest key 
strength as default 

• Exposes and consumes web-services for system integration

• Provides web-page interface for users w/o rich/complex HAN 
system



24

May 13, 2005

Questions

Thank you, 
• If you have further questions or are interested in 

piloting the HAN-Connect System please contact:
Bob Hall, President 
State & Local Health Informatics Consortium
2443 Fair Oaks Blvd #237
Sacramento, Ca 95667 
Bob.Hall@SLHIC.Org
916 565-4293

David Cardenas, MPH
Los Angeles Department of Public Health


